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.1 Select the most appropriate answer from the choices given balow:
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I visk is delined as “the potential that a given threat will explait vulner-
ahilities ol im asset or group of assets (0 cause loss or damage 1o the
sty then risk hos all of the following elements EXCEPT:

Gt Thevats o and valnerabilites of processes anddor assets,

tht Ao imgmict an assers based on threats and vulnorabilities,

teh Probabilines of the threats, :

ty Comreds addressing the threats,

At participution in the systems development process contributes 1o the

varlue added goals of the creanization, When such participation aocurs,

the IS Avditor should be aware of which of the following?

Gl A aditor’s ahility woperform an independent evaluation of the
applivation after implementation will be impaired.

thi Awatiiode and appearance of independence should be refleoted in
the anditnr’s condozt when conducting development reviews,

et A wonrol specialist, the auditor can provide significant value 1o
the project team by making the final decision on specific controls.

tdi o For omgoing evaluation capability, the auditor should ensure that
compuier audit soltware be implemented in all applications.
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Which of the following department managers would be the BEST person
o oversee e development of an information seeurity policy?
iy Hhimesn Resources. fey  Information Systems.
i1 Scennly Adminisiration, tdy  Business Operations.

Whoen o complete separation of duties connot be achieved in an online
sysici covirenment. which of the following functions should be separat-
el T the ol lers? -

Gy Odrigination, ¢l Recording.

th) Anthorization, (d1  Caorrection.

Which of the Tollowing would an 1S Avditor expect to find in a request
For propeesil CREFPYL, or ane invitation 1o tender (1TT), for the provision of
compiter hoardware? - :

fi) Reyunirements for post implementation support and maintenance.
{hi  Full details of the current computer hardwire and software.

el The maximom budget allowed for the project.

hy  Corporite information. security policies. stundards and procedures.

Which ol the following statements relating to pucket switching networks -

is TRUEE?

) All packets For a given message travel the same route.

(hy Passwaords can’t be embedded within the pucket.

fey Packet lengths are variable and each packet contains the same
amwounl of information.

tel) The cost charged for ransmission is based on packet, not distance
or rente triveled.

Which of the lollowing BEST provides access control o puyroll data

being provessed on e local server?

tl o Logeing of oll access w personal informuation.

thi Separite password for sensitive ransactions.

el Sallware restricts access rules o authorized staff,

felb Swslem access restricled to business hours.

Which ol the following would be the MOST appropriate to ensure the
conlidentindily of temsactions via the Internet?

Sy gl signanre.

thy P Bncey prion Standard {DES).
tey Yirtual Private Network (VPN
fly  Public Key Encryprion.

Wlhen nmplementing an application software package, which of the fol-

-lowing presents the greatest risk?

fa) Multiple sefiware versions not controlled.

{h Seawe program not synchronized with objeet code.
() Parneters not sel carrectly.

fdp  Programming errors.
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At 15 Awditor should pe invelved in:

v OHserving tests of the disaster recovery pli.

i Dreweloping the disaster recovery plin.

ol Maiantiining the disaster recovery plan.

wlp Beviewing the disaster recovery requirenem < of supplier contracts.

Which ol the fllowing would MOST likely ensare
prenl project meets business ohjectives?

o Maiolemmee of progrun change logs.

thy Develupment of o praject plan idennifying all developeent activities.
101 Rebegee of application changes at specific limes of the year

Gl 1 ees invelvement in system specification and acceplance.

Kt a systam davelo-

Many I prejects experience preblems beciose the development time
oy resovree requiraments are underestimatad. Which of the follawing
lechnigies weuld provide the GREATEST assistance in develaping an
cetimiale ol prayect duration?

Gl bnnction poimt analysie

b PERT charr,

(et Kapid application development.

iy Ohjecl-priented sysiem development.

Which of the lallowing would be clussified as o carrective control?

i Cenlmpeney planning.

thy  Precedures Fer transaction antherization,

te1 blae ol secess control softwiare.

1 echo cantrols in telecomninications.

lwar sy stem thut records all receivables For a company, the receivables are

pusted on adiily basis. Which of the following would ensure that receiv-
ables halinces vz unaltered ketween postings?

o [ee Checkes, {cd Sequence checking.
thi o Roevor] Counes, (dy Run-to-run control total s,
With remand (o system development, acgmsilicns mid nainienance. il

deserile sy Tive of [S Auditor’s tasks. Alse explain how these tasks are
pertamsk! :
Bricfly describe o least two of 1he following System Development Toals ar
and Prodictivity Adds
() ey Gienzrators.
i Compuler Aaded Software Enginecritg (CASE]L
i) Pmrth Generation Languages (20Ls).
(] Function Point Awmalysis,
[Fx plain €Coniinuous Audit Approach, 3

What e e virious techniques of continueds udic appraach? 9
Crompiee e cvadoate theor,
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A Acchain ol super stores s cxpunding s outlets in Asi Pocific Region.
= £ =3
e o recent vhanges moechnology (hoth sottware and hardware) they are
- e o
plasning w npeede the software mclheding the operating system soliware. A hig
grcslion Tor the conpany in this Iatest system upoede s ol the compatibility,

The vendor ol e seftwane s proved that the new sollware will reduce the
aperating cost ol the campany and will provide the cxpanded and enhaneed
services cspecibly in ivventory mraeenient o hundle the hoge volume of data.

Required :
[Fiscuss the above sitoation, as an [3 aoditor with regoed s

Cay The requirements.

thy Technead issies,

fcr Aleralives,

cy CostfBenedin analvsis

fer Miews of pessonnel in 1T departiment.

.5 Awditing Network Infrastmucture Security is @ challenging sk, Explain the
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fh MNuerwork Higeroms,

th Tlestricio,

ey Lomival securiny,

fdy Remote necess.

fed Desveloproent and hange controf,

.6t Wi i dinahase administrater (DB AY?
fhy Prelioe e eobe of o DEA in IS departiment.
fe) Whan e the controds avatlable o check DBAT
fly Howw DYA s ditferent from LAN admimistetor?

Q.7 When conductmye aoreview of logical access exposures. why should  an [S
Aucliter inchude the follewing m his review? Breifly expluin each of then:

)l Application Sysiems Operation Munoal,
(B Policies, Proceduares and Standards,

{er Logical Acevss Secuority Policies,

fedy Formad Scowrily Awareness and Training.
feh % Chwiership.

I Dhkin Chweners.
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